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«KUTBCbKUM MONMITEXHIYHUIA IHCTUTYT : :
ag imeHi IFOPA CIKOPCbKOTO» PaAloeNeKTPOHIKA

[RE-281] KOMIT'IOTEPHI MEPEXI TA
BE3MNEKA 3A TEXHOJNOINAMM CISCO

- _, ’

Poboua nporpama HaB4YanbHOI gucuunniim (Cnnabdyc)

PekBi3uTU HaB4YaJIbHOI AUCLMUMJIIHUN

PiBeHb BULLOI OCBITU Mepwmnn (bakanaBpCbKN)

Many3b 3HaHbL 17 - EneKTpoHika, aBTOMaTU3aLia Ta esIeKTPOHHI KOMYHikKaL,il
CneuianbHicTb 172 - ENeKTPOHHI KOMYHiKalii Ta pagioTexHika

OcBiTHA nporpama Bci OI

CraTyc gncumnnidm Bubipkoa (P-kaTasor)

gDCoB;?r: 3000yTTSa BULLOI Ouna

Pik nigrotoBku, iHHIN
HocTynHo ans Bubopy NovYmHatoum 3 2-ro Kypcy, OCiHHiln cemecTp

cemMecTp
Obcar gucumnnibm 4 kpea. (Nlekuy. 18 rog, MpakT. 36 rog, J1a6. 0 roa, CPC. 66 roa )
CemecTposum

KOHTPO/Ib/KOHTPOJIbHI  3aniK

3axoau

Po3knap 3aHATb https://schedule.kpi.ua

MoBa BMKNagaHHSA YKpaiHCbKa

IHhopmaLlist Npo Neku.: HikiT4yk A. B
KepiBHUKa Kypcy / - o

. MpakT.: HikiT4yk A. B.,
BUKagadiB
Po3milleHHs Kypcy https://do.ipo.kpi.ua/course/view.php?id=5928

Mporpama HaB4YaNbHOI AUCLUNIIHKN
1. Onuc HaB4YaJZIbHOI AMCLUUMJIHM, ii MeTa, NpeaMeT BUBYAHHA Ta pe3yJibTaTU HaBYaHHA

Cy4acHi iHhbopMaUinHi TeXHONOriT CYTTEBO 3aseXaTb Bif KOMMN'IOTEPHUX MEpPEXX, Lo CKAaaatThbCa 3
MiNbAPAIB B3aEMOMOB’ A3aHUX NPUCTPOIB. Lle CTBOPIOE YHiIKaNbHi BUKNKW B YNPaBiHHI,
MacwTabyBaHHI Ta 3abe3neyeHHi 6esnekun. Ang HaginHOro Ta epeKTUBHOro 06MiHY faHUMMK


http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=84b04230-ee1f-48c4-8ea3-d0ffbaf7eb44
http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=84b04230-ee1f-48c4-8ea3-d0ffbaf7eb44
https://do.ipo.kpi.ua/course/view.php?id=5928

BUKOPUCTOBYETLCA Pi3HOMaHiITHeE MepexeBe 0bs1afiHaHHA, TEXHOOrIT Ta NpoToKoaM 360py,
36epiraHHs, nepepnadi, 06pobku Ta 3axncTy iHopmMauii.

BuBYeHHA paHoi aucumnnniHm byne KopucHUM ana 6yab-Koro, XTo npautoe 3 KOMM'toTepaMun, 4aHUMK
i iHdbopMauieto, Ta LonoMoxxe po3pobnaTu i BNpoBaaKyBaTu cTpaTeril i 3axoan 6esnekn ans
3anobiraHHA KibepaTakaM, OLiIHIOBAaTV BPa3/IMBOCTI MEPEX Ta PU3MKK NMOB'SA3aHi 3 HUMK, a TaKOX
afekBaTHO pearyBaTu Ha Kibepnogaii.

CTyneHTn 3006yayTb 3HAHHSA/HABUYKN:

® OCHOB Kibepbesnekun Ta Hanbinbwnx Npobaem, 3 AKUMN CbOrOAHI CTUKAOTLCS B
KibepnpocTopi;

* OCHOB Mepex Ta MepexxeBoro obnagHaHHA, @ TakKoXX NpaBuKa 3a AKUMU BiabyBa€eTbCA 0OMIH
JaHNMN y Mepexi;

® HasalTyBaHHA MepeXKeBoro obnagHaHHA Ta KiHLEBUX BY3iB;

* OCHOBHWUX 3arpo3, aTak Ta Bpa3/IMBOCTEMN, WO iCHYOTb Y KibepnpocTopi;

® OCHOBHMX 3ac06iB 3aXUCTY KiHLLEBUX BY3/iB Ta Mepexi;

® OLIHKW BPas3/INBOCTEN MepeX i PU3KUKIB NOB’'A3aHNX 3 HUMU;

e pearyBaHHSs Ha Kibepnogii, Ans BiAHOBNEHHS Ta 360py AaHUX OIS NPOBeAEHHS eKCrepTu3n.

BuBYeHHA gUCUNNNIHM A03BOMNTL NiABULLMTN ocobucTy Be3neky B KibepnpocTopi, a TakoXX HagacTb
KOHKYPEHTHY nepeBary Ha puHKY npaui y pisHux cgepax i ponsax. Ccobnmeso kopucHumm byne ans:

¢ IT-cneuianicTiB, Mepe)xeBMX aAMiHICTpaTOpPiB, CUCTEMHUX aAMIHICTpPaTOpPIB Ta iHXeHepiB 3
MepexxeBoi 6e3neku, Lo BiANOBIAATUMYTb 3a Hanaro4>XeHHs Ta yrnpaBJiHHA MepeXxeBoo
iHPpacTpyKTypoto, 3abe3neyvyeHHna 6e3nekn gaHNX Ta 3aXUCT MepeX Bif NOTEHLINHNX 3arpos.

¢ CneuianicTiB 3 iHpopMaUinHOT 6e3neku, Lo 3aNMaTUMYTbCA BUABJEHHAM Ta aHani3oM 3arpos
6e3nevi, BNpoBagXeHHAM 3aXoAiB A5 3anobiraHHS KibepaTakaM, BUKOHYBaTUMYTb
TeCTyBaHHS Ha MPOHNKHEHHSA Ta PO3pobNATUMYTb NONITUKKN Be3neku.

¢ KOHCY/IbTaAHTIB 3 NMUTaHb Mepe)xeBoi 6e3nekn, Wo KOHCY/IbTYBaTUMYTb KOMMaHIi Ta
opraHisauii 3 NnTaHb MepexXxeBoi 6be3nekn, NPoBOANTUMYTb ayAUT TXHbLOT iIH(PPACTPYKTYpKU Ta
po3pobnaTUMyTb CTpaTerii 3axucTy Bif KibepaTak.

2. MNpepekBi3uTU Ta NOCTPEKBI3UTU AUCLUUNAIHU (MIiCLe B CTPYKTYPHO-NOrIYHIN CXeMi
HaB4YaHHA 3a BiANOBIAHOIO OCBITHLOIO NPOrPaMolo)

Onsa ycnilwHOro 3aCBOEHHSA AUCLMMIHN CTYOEHTW MOBUHHI BOAO4ITI:

® 3HaHHAMMU 3 iIHPOPMATUKKN Ta HaBUYKaAMU BUKOPUCTaHHSA MK;
® AHrNiNCbKO MOBO abo HaBMYKAMUN BUKOPUCTAHHSA OHMaNH-NepeKnaaadis.

MoB'sA3aHi oncunnNAiHN:

e [porpamyBaHHs BOYAOBaHNUX CUCTEM IHTepHETY peyen (3aCTOCyBaHHSA KOMYHIKaUiMHNX
MPOTOKOJIIB NP NporpamMyBaHHi Mepe)xeBux By3iB/obnagHaHHS).

e TexHonorii .NET gnsa po3pobku nporpamHoro 3abe3sneyeHHs (po3pobka Beb-3aCTOCYHKIB AN
BUKOPUCTAHHS B KOMM'IOTEPHUX MEpexxax).

3. 3MicT HaBYaJIbHOI AUCUUNAIHMN

Po3pin 1. OcHOBM KOMN'IOTEPHUX MepeX Ta Kibepbe3sneku

Tema 1. OcHoBu 6e3nekun B KibepnpocTopi Ta KOMMN'IOTEPHUX MeEpexxax

TeMma 2. Mepexi Ta iX xapakTepuctuku. Mepexese obnagHaHHS

Tema 3. OpraHisauis mepex Ta eTajsloHHa Moaenb OSI. MpuHunnu Nnobynosu rnobanbHUX
KOMM'IOTEPHUX Mepex

Tema 4. NpoTOKONN MepeXXeBOoro pPiBHSA Ta iX Bpa3JIMBOCTI


https://my.kpi.ua/syllabus/21228?trainform=1
https://my.kpi.ua/site/view?id=1174

e Tema 5. NNpOoTOKONM TPAHCNOPTHOrO i NPUKNAAHOIO PiBHA Ta iX BPA3/IMBOCTI

Po3nin 2. Be3neka KiHUeBUX By3J1iB, 3aXUCT MepeXi Ta ynpaBsiHHA Kibep3arposamu

¢ Tema 6. Tunun 3arpo3 Kibepbesneui Ta cnocobu 3axnCTy Big HUX
e Tema 7. XapaKTepUCTUKN KOMMN'IOTEPHUX MepeX. MNpucTpoi, cny>xbn Ta aaHi 6esneku
e Tema 8. Nunbokun 3axmcT, bpaHaMayepun, CMUCKM KOHTPOJIO AOCTYNYy Ta NoNiTukn 6esnekn

4. HaB4yanbHi MaTepianu Ta pecypcu

ba3oBa:

1.

OpraHizauis KoMrn'loTEPHUX MepeX: 1abopaTopHU NPaKTUKyM [ENEeKTPOHHWUI pecypc] : HaBH.
noci6. ansa ctya. cneuianbHOCTi 121 «IHXXeHepis nporpaMHoro 3abesnevyeHHs», cnedianizadii
«lporpamMHe 3abe3rne4eHHs KOMMN'IOTEePHUX Ta iHHopMaLiriIHO-NOLLYKOBUX cuctem» / J1.M.
OnewyeHko ; KIl im. Irops CikopcbKoro. - EnekTpoHHi TekcToBi AaHi (1 ¢pavin: 4,68 Mb6aniT). -
Kuig : Kl im. Iropsi Cikopcbkoro, 2018. - 137 ¢. (MoxxHa 3HauTu B MePeXi IHTEPHET, CTYAEHT
Ma€ 03HalOMUTUChb, A4aTW BiAMOBIAI HA KOHTPOJIbHI 3arnnTaHHS)

2. A. O. AzapoBa, H. B. Jlucak. KoMrn’loTepHi Mmepexi Ta TenekomyHikauii/HaB4aabHuvi nocibHnK

BiHHuys BHTY 2012. (MoxxHa 3HauiTu B MEPEXI IHTEPHET, CTYAEHT Ma€ 03HaiOMUTUCh)

JlonaTtkoBa:

1.

Grubb, Sam. How Cybersecurity Really Works: A Hands-On Guide for Total Beginners.
CnonyyeHi LUTatn Amepukn: No Starch Press, 2021.

. Zach, Coding. Computer Programming and Cybersecurity for Beginners: This Book Includes:

Python Machine Learning, SQL, Linux, Hacking with Kali Linux, Ethical Hacking. Coding and
Cyber Security Fundamentals.. N.p.: Rdf Publishing Limited, 2021.

Lewis, Elijah. Ethical Hacking: 3 in 1- Beginner's Guide+ Tips and Tricks+ Advanced and
Effective Measures of Ethical Hacking. N.p.: Amazon Digital Services LLC - KDP Print US, 2020.
Morgan, Kevin. Computer Networking Beginners Guide: The Complete Basic Guide to Master
Network Security, Computer Architecture, Wireless Technology, and Communications Systems
Including Cisco, CCNA and the OSI Model. N.p.: Tommaso Sammartano, 2021.

. White, Michael B.. Computer Networking: The Complete Guide to Understanding Wireless

Technology, Network Security, Computer Architecture and Communications Systems (Including
Cisco, CCNA and CCENT). N.p.: CreateSpace Independent Publishing Platform, 2018.

Kiser, Quinn. Cybersecurity: A Simple Beginner's Guide to Cybersecurity, Computer Networks
and Protecting Oneself from Hacking in the Form of Phishing, Malware, Ransomware, and
Social Engineering. Cnony4deHi LUTaTtn AMepukn: Primasta, 2020.

Onucuv NpoToKOJ1iB, CTaHAAaPTIB, TEPMIHIB Ta iH. MOXHa 3HaWiTu B MEPEXI IHTEPHET, Hanpuksaag Ha
cauTi Wikipedia (https://www.wikipedia.org) abo ogiuiiHux canitax BUPOBHUKIB MepexXeBoro
obnagHaHHS Ta po3pObHUKIB CTaHAAaPTIB.

HaBYasibHUA KOHTEHT

5. MeToauka onaHyBaHHA HaB4YaJZibHOI AUCUUMIHU (OCBIiTHBOro KOMNOHEHTA)

Po3pin 1. OcHOBM KOMN'IOTEPHUX MepeX Ta Kibepbesneku
Nekuia OcHoBu 6e3nekn B KibepnpocTopi Ta KOMMN'IOTEPHUX MepeXXax

1

Nekuia Mepexi Ta ix xapakTepuctmkun. Mepexxese obnagHaHHSA

2

Nekuis OpraHizauia mepex Ta eTasioHHa mogenb OSI. MpuHunnu nobygosun rnobanbHUX

3

KOMM'IOTEPHUX Mepex

Nekuisa [MpoToKOM Mepe)XeBOro PiBHSA Ta iX BPa3/IMBOCTI

4

Nekuis TMpoToKoAM TPAaHCMOPTHOIO i NPUKJaAHOro PiBHA Ta IX BPa3IMBOCTI

5


https://www.wikipedia.org/

Mne 1 Mo4vaTok poboTun B Cisco Packet Tracer

Mne 2 DyHKLIiT KaHa/IbHOr0, MEPEXXEBOIr0 Ta TPAHCMOPTHOrO pPiBHIB
Mne 3 MepexxeBa onepauinHa cuctema Cisco 10S
MNP 4 HanawTyBaHHS MepexxeBoro obnagHaHHSA

Po3pin 2. Beaneka KiHUeBUX By3JiB, 3aXUCT MepeXi Ta ynpaBsiiHHA Kibep3arposamm
Nekuisa Twnu 3arpo3 kibepbesneui Ta cnocobu 3axucTy Bif HUX

6

Nlekuis XapaKTepucTukm KoMn'toTepHux Mepexx. Mpuctpoi, cnyxbu Ta gaHi 6esnekn

7

Nekuia nuboknin 3axucTt, bpaHaMayepmn, CNUCKN KOHTPOJIO AOCTYNy Ta NoAiTuku 6esnekn
8

NP5 LJocnig>xeHHs 3arpo3 KiHUEBUM By3J1laM

MNP 6 NigenweHHA 6e3snekn B Windows: 0ocnig>XeHHs, MOHITOPUHI, KepyBaHHS Ta
HaslaWwTyBaHHS

ne 7 Jocnig)XeHHs NOTOKIB AaHUX Yy NNOKaNbHIN MepexXi 3a gonomorot Wireshark

Mne 8 HanawTyBaHHsA 6a30Bux dyHKUiNn 6e3anekn WLAN

Mne 9 HanawTyBaHHA KOHTPOJIIO AOCTYNY Ta ayTeHTudikauii

MP 10 [OaHi onsg MoHiTOpuHry besnekn

MP 11 Cnuncku KOHTpPOJIO focTyny. HanawTyBaHHA cTaHdapTHUX ACL
MP 12 CnuCKM KOHTPOJIIO AOCTYyNy. HanawTyBaHHA po3wmpeHnx ACL
MNP 13 YnpaBniHHA 3axogamMu 6e3nekn Ta pusMkamm

MNP 14  AHanis kibep3arpos

MP 15 PearyBaHHSA Ha iHUMOEHTKN

6. CamocTitHa poboTa cTypeHTa
1. Ha npoTA3i cemecTpy:

¢ BuBYeHHs1 MaTepianiB, LLO BUHOCATLCS Ha CaMOCTIVIHE OrpaLtoBaHHS B KiHLi KOXHOI JeKLii.
o OrnipauroBaHHs JliTepaTypHUX axepe.
e BignoBsigi Ha 3annTaHHSA 4J19 CaMONepPeEBIPKY Ta NMPOXOAXEHHS TECTIB.

2. Ha npoTts3i TnxHs nepen 3aniaHOBaHOK aKTUBHICTIO!

lligroToBKa A0 rnpakTUYHUX pobiT.

e [ligroToBkKa 40 HanNMcaHHA KOHTPOJIbHOI poboTu.
lligroToBKa Ta BUKOHaHHS AOMAaLLHbOI KOHTPOJIbHOI poboTu.
e [ligroToBKa 4O 3aJiKy.

MoniTuka Ta KOHTPOJb
7. NMoniTMKa HaB4YaNbHOI AUCUUNJIiHMN (OCBIiTHLOIro KOMMNOHEHTA)

[1paBuaa BiABiAYyBaHHSA 3aHATb:

* /15 JIEKUIVi Ta NPaKTUYHUX - BiABiAyBaHHS 3aHATbL (BiJ€OKOHpepeHUii Zoom) 3a po3Ki1aaom;

® JOMYyCKa€ETbCA CaMOCTIiViHe BUBYEHHS MaTepiasly 3a AOMNOMOrol 3anuncis 1€KUIiV Ta IHLUNX
maTepiasiB po3milleHUX y BiarnoBiAHOMY ANCTaHUiVIHOMY KYpPCi;

® [10MYyCKa€ETbCS BUKOHAHHS MPaKTUYHNX 3aBAaHb B @CUHXPOHHOMY PEXUMI.

[lpaBuia roBeAiHKN Ha 3aHATTAX:

® Ha 3aHATTAX HEObXiAHO BUKOPUCTOBYBATU Mepexy IHTEPHET A/15: BUKOHaHHS 3aBhaHb B
ANCTaHUIIHOMY KypCi; 03HalOMJIEHHS 3 HAaBEAEHUMU MNOCUIAaHHAMMN,; AOCTYMNy 4O Cy4aCHUX
BropsAKOBaHWUX axepes iHgpopmadii;

® [OMYCKaETbCSA BUKOPUCTAHHSA MOBIIbHUX TeNepOHIB, HOYTOYKIB Ta iHLLIOI TEXHIKW.

[1paBunia BUKOHAHHSA NPaKTUYHUX PObBIT:

oy pa3i BUHUKHEHHA Yy BUKJ1aAa4da 3alinTaHb O OTPUMaHUX pe3yanaTiB - HeobxigHo YyCHO



npouiTy npouenypy 3axmucTy (BignoBiCTH Ha 3annTaHHS);
® BYACHUM BBaXAETbCS MPOXOAXEHHS MpoUeaypuy 3aXncTy Ha 3aHATTI NpucBsYeHOMy poboTi
abo Ha HaCcTyrnHOMY 3a pO3KJ1aAoM.

lMpaBusaa npu3Ha4YeHHs 3ao0xoyyBasibHUX 6asiB:

® 330X04yBaJibHi 6aau NMPU3Ha4aTbCA 3@ BUKOHAHHS 3a3HadvYeHux B poboTax 40AaTKOBUX
3aBhaHhb.

MpaBusia npusHa4eHHA WTPapHUX basis:

e WITpaHi 6asnm MOXYTb MPU3HAYaTHCS 3@ HEBYACHY 34a4y/3axXUCT NPaKTUYHUX PobiT.

[oniTuka gennaviHiB Ta nepeckaagaHhb:

® [1IPOXOMAXKEHHS TECTIB, KOHTPOJIbHMX Ta 34a4a NPakTUYHUX pobiT BUKOHYETbLCS 40 OCTaHHbOIroO
B CEMECTPIi 3aHATTA 3 ANCLUNIIIHM.

8. Buam KOHTpPOJIIO Ta pEeUTUHIroBa CUCTEMa OLiHIOBaHHA pe3ysbTaTiB HaBYaHHAa (PCO)

¢ [10TOYHWI KOHTPOJIb: BUKOHaHHS rMpakTudHux pobit (64 6aaun), onuTyBaHHS 3@ TEMOK 3aHATTS
(16 6anun), MKP (10 6anun), IKP (10 6anis).

* KaseHAapHWi KOHTPOJIb: NPpoBaANTbCS ABiYi Ha CEMECTP 5IK MOHITOPUHI NMOTOYHOIro CTaHy
BUKOHaHHS BUMor cuaabycy.

e CeMeCTpOoBuY KOHTPOJIb: 3aJliK.

* YMOBUW A0MyCKY A0 CEMECTPOBOIrO KOHTPOJIO: CEMECTPOBUY PENTUHI binlbLue 60 bais.

Tabsnusa BignNoBiAHOCTIi pedTUHroBux 6aniB ouiHkaM 3a yHIBepCUTETCbLKOIO LLIKaJ1olo

KinbkicTtb 6anie OuiHka
100-95 BigMiHHO
94-85 nyxxe nobpe
84-75 Oobpe
74-65 3a00BiNIbHO
64-60 JocTaTHbLO
MeHwe 60 He3apnoBinbHO
He BMKOHaHi yMOBM OOMNYyCKY He ponyuieHo

9. fopaTkoBa iHopMauia 3 agucumnniim (0OCBiTHbOro KOMMNOHEHTa)

onuc matepiasbHO-TEXHIYHOro Ta iHgpopMauiiHoro 3abesne4yeHHa [UCUNIITIHN

B oucumnnidi 3an1aHOBaHO BMKOHAHHSA NMPakTUYHUX pobiT Ha MK 3 BUKOPUCTaHHAM NPOrpaMHOro
3abe3nevyeHHn Cisco Packet Tracer, Wireshark, 3acobis Windows.

3aHATTA NPOBOAATHCA OHJIAMH, 3@ LONOMOrol naaTdopmMmm Zoom. MNMpakTUYHHI po6OTN BUKOHYOTLCS
Ha BnacHux MK abo Ha MK B koMmn'toTepHnx nabopaTopiax kacdegpw.

3aBOaHHSA, TeCTU (oNUTYBaHHSA) Ta MOCUIAHHA Ha 3anUCK NEeKUIN Po3MilLeHi Ha NaaTgopMi
ONCTaHUinHOro HaB4aHHA "CikopCbkunn".

Pobo4y nporpamy HaBYasibHOI gucuUniiHu (cnnabyc):
CknapeHo HikiTyyk A. B.;


http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=84b04230-ee1f-48c4-8ea3-d0ffbaf7eb44

YxBaneHo kagegpoto MNPE (npotokon Ne 06/2024 Big 27.06.2024 )
Morop>keHo MeToANYHOK KOoMici€to hakynbTeTy/HHI (NnpoTokon Ne 06/2024 Big 28.06.2024 )



