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PekBi3uTU HaB4YaJIbHOI AUCLUMUMNJIIHUN

MNepwni (bakanaBpCbKnin)
17 - EneKkTpoHika, aBTOMaTU3aLia Ta efIeKTPOHHI KOMYHikKaLil
172 - EneKTPOHHI KOMYHiKaLlii Ta pajgioTexHika

1726 ITPET+ - IHTenekTyasbHi TEXHOJIOrIT pafioeNneKTPOHHOI TEXHIKK
(EOEBO id: 57907)G5b ITPET - IHTenekTyanbHi TexHoNorii
paaioenekTpoHHOT TexHikn (ELQEBO id: 83616)

HopmaTuBHa

OyHa

4 KypcC, OCiHHIn cemecTp

4 kpea. (Nleku. 20 rog, MpakT. 30 rog, Ja6. roa, CPC. roa )
3anik

https://schedule.kpi.ua
YKpaiHCbKa

Neku.: HaBpoubkun [. O.,
MpakT.: CtenaHos M. M.,

Mporpama HaB4YaNbHOI AUCLUNIIHMN

1. Onuc HaBYaNbHOI AUCUMNAIHMK, i MeTa, NpeaMeT BUBYAHHA Ta pe3ysibTaTU HaBYaHHSA

OuncunnniHa «3axucT iHpopMalii B iHTeNeKTyaJlbHUX padioeNeKTPOHHUX CUCTEMaxX» NPU3HaYvYeHa
018 HagaHHA CTyAeHTaMWn 3HaHb Ta HaBa4oK i3 3abe3neyeHHs 3axXMCTy iHopMaUil, AKa LUPKYIIOE i
06pobnsAETLCA B iHTENEKTYaIbHUX PafioeNneKTPOHHNX CUCTEMAX Ta TENIEKOMYHIKaLiMHNX CUCTEMAX i


http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=913e5b76-ca7e-4cbd-b8c8-5f10a22a401f
http://rozklad.kpi.ua/Schedules/ViewSchedule.aspx?v=1b60ea63-64ea-4976-a23e-022b409493cb

MepeXkax 3 MeTOol peanilauil BCTaHOBAEHOI MONITUKK iHopMaLinHoi 6e3nekun. Lle pocsaraetbcs
BUBYEHHAM TEOPETUYHUX OCHOB NOBYA0BM i MPaKTUKM 3aCTOCYBaHHA METOAIB Ta 3acobiB 3axncTy
iHpopMaLii B iIHTeNnekTyaslbHMX cucTeMax 3 MeToto 3anobiraHHsA HeCaHKLiOHOBaHOMY AOCTYNu,
BUTOKY, pynHauii, 3HMUWeHHS | Mogudikauii iHchopMalii pi3HOi kKaTeropil WaaxoM peanisauii NoniTUKN
i CTBOPEHHSA KOMMJIEKCHUX KOPMOPATUBHUX CUCTEM 3aXUCTY iHhopMalLlii.

OuncunnniHa 3abe3nedvye Taki 3arajbHi, axoBi KOMNETeHUiT Ta NPOrpaMHi pesysibTaTh HaBYaHHS:
3K 01 3paTHIiCTb A0 abCTpaKTHOrO0 MUCNIEHHSA, aHani3y Ta CUHTe3y

3K 02 3paTHICTb 3aCTOCOBYBATU 3HAHHSA Y MPAaKTUYHUX CUTYaLLifX.

3K 04 3HaHHA Ta pPO3yMiHHA NpeaMeTHOI 0b6nacTi Ta po3yMiHHA NpogecinHOi AiaNbHOCTI.

3K 07 3paTHICTb BYNTUCS | 0BOSIOAIBATM CyHaCHUMWN 3HAHHSAMMU.

®K 01 3paTHICTb PO3YMITWU CYTHICTb | 3Ha4YeHHS iH(hopMaLii B pO3BUTKY Cy4acHOro iHhopMaLiiHoro
cycninbCcTBa

®K 02 3paTHICTb BUpiIYyBaTW CTaHAAPTHI 3aBAaHHA NPOMECINHOI AiaNbHOCTI Ha
OCHOBI iHhopMaLinHoi Ta 6ibniorpagivyHOi KybTypK i3 3aCTOCyBaHHAM iHOpMaLLiHO-
KOMYHIKaLLIMHWX TEXHOJOriN | 3 ypaxyBaHHAM OCHOBHUX BUMOT iH(bopMaLinHoi 6be3snekun

@K 03 3paTHicTb BUKOpMUcTOBYBaTK 6a3oBi MmeToamn, cnocobu Ta 3acobm oTpuUMaHHS,
nepenasaHHA, 06pobkun Ta 36epiraHHA iHpopMaLil

@K 14 F'0TOBHICTb A0 BUBYEHHSA HAYKOBO-TEXHIYHOI iH(popMaLlii, BITYU3HAHOrO i
3aKOPAOHHOIr0 AOCBIAY 3 TEMATUKM iHBeCTULinHOro (abo iHWoro) NnpoekTy 3acobiB TeNeKoMyHiKaLin
Ta pafioTexHiku.

O®K 18 3paTHICTb ouiHIOBaTM Micue Ta nepeBaruv BNpoBag)XeHHS eJIeMEHTIB
iHTeNeKTya/lbHUX TEXHOJIONi Ta iHTeNeKTyasibHOl pafioesIeKTPOHIKN B Pi3Hi ranyasi
DiSINIbHOCTI NOANHN

@K 20 3paTHicTb obupaTn meToam Ta 3acobum obpobku iHhopmaLii i3
3aCTOCYBaHHSM iHTeNIeKTyasIbHUX TEXHOOrIN.

@K 24 3paTHICTb A0 po3pobKM anropnTMiB Ta ixX peanizauii B nporpamMmHo-
KOHQIrypoBaHMX pafioeneKTPOHHUX CucTeMax

MPH 01 AHanizyBaTu Ta NpunMaTn 06r'pyHTOBAHI pilLEHHS NPU PO3B’A3aHHI cneuianizoBaHMX 3a4au
Ta NPaKTUYHUX NMpobaeM TeneKoMyHiKauih Ta pagioTeXHIKN, SKi XapaKTepU3yTbCAa KOMMJIEKCHICTIO
Ta HEMNOBHOTO BU3HA4Ye€HOCTi YMOB

MPH 13 3acTocyByBaTu byHAAMEHTaNbHI i NpUKAagHi HaykKn AN aHanisy Ta po3pobku npouecis,
Wo BiAOYBalOTLCA B TEJIEKOMYHIKALINHNX Ta PagioTEXHIYHUX cucTeMax

MPH 18 3HaxoAnTw, OLiHIOBATWN | BAKOPUCTOBYBATU iH(pOpMaLito 3 Pi3HMX A)Kepen, HeobXiaHy
05 po3B’A3aHHA NpodecinHNX 3aBAaHb, BKJIOYA0YM BiATBOPEHHS iHOpMaLil Yepe3 eNeKTPOHHUN
NoLuyK

MPH 21 3abe3nevyBaTu HagdinHy Ta SKiCHy poboTy iH(OpMaLiNHO-KOMYHIKaLinHNX
MepeXX, TeNIeKOMYHIKaLUinHUX Ta pagioTEXHIYHNX CUCTEM

MPH 24 PeanizoByBaTn MeTOoAN LNGPPOBOro 06pobaeHHsa CUrHanie Ha NporpaMHOMY Ta anapaTHOMY
PiBHAX

MPH 25 O6bupaTn Ta peanizoByBaTh 3acobu Ta MeToan nepedadi iHhopMalii B Mepexkax 3B 13Ky
Ta 3aCTOCOBYBaTU MEPEXXHiI TEXHOMOTIl



MPH 27 3acTocoByBaTN OCHOBHI MeTOoAM Ta crocobu oTpuMaHHS iHpopMaUii

2. NpepeKBi3uTU Ta NOCTPEKBI3UTU AUCUUNNIHU (MIiCLe B CTPYKTYPHO-NOTIYHIN cXeMi
HaB4YaHHA 3a BiANOBIAHOIO OCBITHLOIO NPOrpamMolo)

OucumnnniHa «3axucT iHhopMauii B iHTeNneKTyasbHUX pafioeneKTPOHHUX cucTeMax» 6a3y€eTbCca Ha
ancunmniiHax: «3acobu 3B'A3Ky B iHTeNIeKTyaslbHUX pPafdioeNeKTPOHHUX CUCTEMAX».

B pe3ynbTaTi BUBYEHHSA OUCLUMNMAIHN «3aXUCT iHOpMaLil B iHTeNeKTyasIbHUX pagioeneKTPOHHUX
cncTeMax» CTyaeHTun 3006yBaloTb HAaBUKKM KBalihikOBaHUX CrewianicTiB 3 3axmcTy iHpopmauii Ta
3MOXKYTb BUKOPUCTATN iX B «AMMNJIOMHOMY MPOEKTYBaHHI».

3. 3MicT HaBYaNbHOI AUCUUNIIHN

Tema 1. MNpobnemun 3axucTy iHpopMauil

61 lpeHTudikauisa 3arpos3 onsa o6’ekTiB roCNoAapCbKOi 4iANbHOCTI
Tema 2. XapakTepucTunka 3arpos besnekun iHhopmauii. HecaHkuioHoBaHU JocTyn.
J162 Po3pobneHHA mopenein 3arpos

J163 Po3pobneHHa moagenen NopyLHWKa

Tema 3. LLUnaxu 3abe3nevyeHHs 6e3nekn iHpopmauii

164 Cnuctema ynpaniHHa 6e3nekoto NianpmemMcTBaa.

J165 MeToaun 6e3neyHoro nporpamMmyBaHHs.

J166 BusiBNneHHA Ta YCYHEHHS Hedonikie 6e3neku.

Tema 4. NoniTnka 6e3nekun iHpopmalLlii.

167 MoniTnka 6e3nekn iHpopmMauii- cknagoBa 6e3nekn iHpopMaLiMHO-KOMYHIKaALiNHNX CUCTEM
iHGhopMaUi.

68 Mopeni noniTtukm besneku.

Tema 5. KpunTtorpadidHi MeToamn 3axucTy iHopmauii.

J169 BnoyHi wudpw.

J1610 RSA-anropuT™ WNpyBaHHSA

Tema 6. OuUiHIOBaHHSA 3aXULWEHOCTi iHpopMaLiNnHO-KOMYHIKaUiIMHNX CUCTEM.
J1611 3axuWeHicTb CUCTEM Bif NOPYLIEHb KOHQIAEHUINHOCTI

J1612 3axuuweHicTb CUCTEM Bif NOPYLWEHb AOCTYMNHOCTI

4. HaB4yanbHi MaTepianu Ta pecypcu

OcHOBHa niTepaTypa

1. XKuniH A. B. TexHonoril 3axucTy iHopMauii B iH(hopMaLiNHO-TeNEeKOMYHiKaLinHNX cucTeMax :
HaBu4. noci6. / A. B. XuniH, O. M. Wanoean, O. A. YcneHcbkuin ; IC331 KNI im. Iropst Cikopcbkoro. -
Kwuis : KMl iM. Irops Cikopcbkoro, Bua-so «lMonitexHika», 2021. - 213 c.



https://ela.kpi.ua/bitstream/123456789/45723/1/NP_TZI_ITS.pdf

2. eMyunHCbKNI B. B. OCHOBM TeXHOJOriN 3axX1UCTy iHopMauii [enekTpoHHUN pecypc]: B. B.
OemynHcbkumin, M.B. T'pariBopoHCcbkuin, O.B. KipeeHko/HaB4anbHU nocibHuk/ Kuis: KIl, 2022. 107 c.

https://ela.kpi.ua/bitstream/123456789/53203/1/0TZI_Practices_plan_v115.pdf

3. KywHepbos, O. C. be3sneka iHpopMaLii [EnekTpoHHUI pecypc] : KOHcneKT nekuin / O. C.
KywHepboB. — Cymun : Cym[ly, 2021. — 99

c.https://essuir.sumdu.edu.ua/bitstream-download/123456789/85989/3/Kushnerov.pdf
JonoMmi)xHa niTepaTtypa

4. Cyber Security. Simply. Make it Happen. : Monograph / edit. Abolhassan. -Springer International
Publishing, 2017. - ISBN 978-3-319-46528-9 (print); 978-3-319-46529-6 (online). 127 p.

5. TapHaBcbkun HO.A. TexHoNoril 3axXncTy iHpopMauii [eneKTpoHHUN pecypc]: NiapyvYHUK ans
CTyLeHTiB cneuianbHOCTi 122 «KomntoTepHi Haykn»/ Kuis: KIl, 2018. 162 c.
https://ela.kpi.ua/bitstream/123456789/23896/1/TZ1_book.pdf

IncdbopmauinHi pecypcu B IHTepHeTi
1. lep>xaBHa cny>xba cneuianbHOro 3B'sA3Ky Ta 3axXUCTY iHPopMauii YKpaiHun -https://cip.gov.ua/ua

2. O6oasik B.K. MaTepianu HaB4YaNbHOro Kypcy "TexHonorii 3axucTy iHdopMauii" Ha nnatdopmi MIX
- https://mix.sumdu.edu.ua/textbooks/66503/index.htm

HaB4YyasbHUWA KOHTEHT
5. MeToauka onaHyBaHHA HaB4YaJibHOI AUCUUMIHMN (OCBITHBOroO KOMNOHEHTA)
Tema 1. Npobnemn 3axmcTy iHopMaLil

Mepiogon po3BUTKY TEOPIl 3aXMUCTy iHOopMaLil y KOMM' IOTEPHUX CMCTeMaxX Ta MepexxaxX. OCHOBHI
nigxoan Ao po3rnagy nNuTaHb Teopii 3axncTy iHpopmauii 6esnekn. ba3oBi NPUHLMNK 3aXUCTY
iH(hopMauii. 3abe3neyeHHs BUKOHAHHA BUMOI KOHQIAEHLiNMHOCTI, LiNiCHOCTI, AOCTOBIPHOCTI Ta
[ocTynHocTi iHpopMmauii. MepexxeBa Mmoaenb OSI. 3aranbHa xapakTepucTuka npobnem besnekn B
po3nofineHux iHTenekTyaslbHMUX cucTteMax. Moaeni po3nofifieHnx cCMcTem B npouecax
PO3MEeXXyBaHHA [OCTynNy.

61 lpeHTudikauis 3arpos onsa o6’eKTiB roCnoAapCbKoi AiSNbHOCTI

lneHTHdiKaLia 3arpo3 ana o6’eKTiB roCNOAaPCLKOT AiNbHOCTI


https://mix.sumdu.edu.ua/textbooks/66503/index.htm

Tema 2. XapakTepucTunka 3arpos 6esnekun iHhopmaluii. HecaHkuioHoBaHU JocTyn.

MopywHnkn 6e3nekun. XapakTepucTmka 3arpos 6esnekn iHpopmaLii. NMopyweHHA KOH)IiAeHUInHOCTI,
uinicHocTi Ta gocTynHOCTI iHopmauii. Knacudgikauia 3arpo3 6e3nekun iHgopmauii. 3arposa
po3kpuTTa. Cnocobn HECAaHKLIOHOBAHOro AOCTYNY. 3arpo3a NOpPYLIEeHHSs LinicHoCTi. 3arposa
BiAMOBW B 06cnyrosyBaHHi. MopyLHUKK 6e3nekn. Moaenb NOpyLUHMKA.

J162 Po3pobneHHA mopenein 3arpos

Po3pobneHHsa mogenen 3arpo3 iHpopmauinHol besneku.

163 Po3pobneHHa Mmoaenen NnopyLHWKa

Po3pobneHHs Moaenen nopyLlHWKa B iHpopMaLinHOMYy cepeaoBuLLi

Tema 3. LLUnaxu 3abe3nevyeHHs 6e3nekn iHpopmauil

LWnaxn 3abe3nedyeHHs 6e3nekn iHhopMauii. MpnHUMNK cTBOPeHHS 6e3ne4YyHoro NporpaMHoOro
3abe3nevyeHHsa. KoHuenuia 3axucTy iHpopMaduii. CTpaTeria Ta apXiTeKkTypa 3axucTy iHopMalLlii.
BukopucTaHHA CyKynHOCTeN 3axofiB, CNPAMOBaHUX Ha 3anobiraHHsA nosBu i yCYHEHHS
BpPa3/IMBOCTEN nporpam.

164 Cnctema ynpaBniHHA 6e3nekoto NianpmemMcTBa.

YnpaBniHHA 6e3nekoto NianpneMcTBa (CTPYKTypa cucTtemm 6e3nekn Ta CTPYKTypa KoHuenuii
be3nekn).

J165 MeToaun 6e3neyHoro nporpamMmyBaHHs.

BUKOpPUCTaHHA MeTofiB 6e3ne4yHoro NporpaMyBaHHs. Ix NoeaHaHHA 3 6e3neYyHuM cepeoBuLLeM
BMKOHAHHS.

J166 BusABneHHA Ta YCyYHEHHS Hedonikie besneku.

BuUKOpPMCTaHHA iIHCTPYMEHTIB CTaTUYHOI0 Ta AMHAMIYHOIO aHanidy ANS BUSABNEHHA Ta YCYHEHHS
Heponikis 6e3neku.

Tema 4. MNoniTuka 6e3nekn iHpopMalLlii.

MoniTuka 6e3nekn iHpopmauii. Mogeni noniTnkm 6eznekn MoniTnkn 6esnekn iHhopmauii. 3axogun
nonituku 6esnekun. Peanizauia nonituku 6esneku. MigTpumka nonituku 6esnekun. AnckpeuinHa
nonituka 6e3nekn. MaHgaTHa noniTuka 6e3nekun. PonboBa noniTnka 6esneku. MoHiTop 6e3nekn.

167 MoniTnka 6e3nekn iHpopmMauii- cknagosa 6e3nekn iHpopMaLiMnHO-KOMYHIKaALiNHNX CUCTEM
iHGhopMaLUii.

Po3pobka nonitnkm 6esnekun iHhopmauil.

68 Mopeni noniTtukm besneku.

3axncT nporpaMHoro 3abesne4vyeHHs Bif HECAHKLIOHOBAHOIro OOCTYynNy.
Tema 5. KpuntorpadidHi MeToam 3axucTy iHpopmauii.

OcHoBK Teopil wndpyBaHHA. BNoYHi wndpn. AcumeTpmnyHe wndpyBaHHA gaHuXx. OCHOBHI
MONOXKEHHS Ta BU3HAYeHHSA. XapaKTepucTuKa aaropnTMmis wndgpysaHHA. MoHATTA 6104HOro wndpy
Ta npuHUMnn noro nobynosu. Cxemmn dencrensa. PoswmpeHuin ctaHaapT wngpysaHHs (AES).
BripoBag)xeHHs AES. Pexxumun poboTun 6104HUX WwndpiB. MaTemMaTUYHI 0CHOBU RSA-LIMdpyBaHHS.
FeHepauia RSA-kntodiB. EnekTpoHHi nignmncu Ha ocHoBI RSA. Peanizauis RSA. ®yHkuii Oiddi-



XennmaHa.
J169 bnoyHi wndpu.

MopgentoBaHHS aTaku KOAOBOI KHUIMK. PayHam 6104Horo wudpy. Mepexi nigcTaHOBKU-
nepecTaHoBKM Ta cxemun Pencrens.

J1610 RSA-anropuT™ WugppyBaHHS
FeHepauisa RSA-KNtoYiB.
Tema 6. OuiHIOBaHHA 3aXULLLEHOCTI iIHPOPMaLLIMHO-KOMYHIKALINHUX CUCTEM.

OUuiHIOBaHHSA 3aXMLWEHOCTI iHhbopMaLiNHO-KOMYHiKaLinHMX cucteM. Cuctema CTaHaapTiB
KOMMJIEKCHUX CUCTEM 3axXUCTY iHhopMaLii Ta ynpaBaiHHS iHGopMaLUinHo 6e3nekoto.
BukKopncTaHHA CTaHZAPTIB AN MPOEKTYBaHHSA Ta OUIHIOBAHHA KOMMJIEKCHUX CUCTEM 3aXUCTY
iHpopMaUii. 3aranbHi KpuTepil ouiHloBaHHSA 6e3nekn iHopMaLiNnHUX TeXHONOrIN. MeToanKK
OLiHIOBAHHSA HALINHOCTI CUCTEM 3axXUCTy iHpopMaUil Big HECAaHKLIOHOBAaHOIro AOCTYynNy B
aBTOMaTM30BaHUX CMCTEMax

J1611 3axuMWeHiCTb CUCTEM Bif NOPYLIEHb KOHQIAEHUINHOCTI

MeToAnKa ouiHIOBaHHSA e(PeKTUBHOCTI CUCTEMUM 3aXUCTY iHopMaUii Big HECAaHKLiIOHOBAHOIO
noctyny ansa 3abesneyvyeHHs KOHQIOEHUINHOCTI AaHuX

J1612 3axuueHicTb CUCTEM Bif, NOPYLWEHb AOCTYMNHOCTI

MeToanKa ouiHIOBaHHSA PiBHA FOTOBHOCTI CUCTEM 3aXUCTy iHhopMauil Big HECAHKLIOHOBAHOIoO
noctyny ons 3abesnevyeHHsa AOCTYMHOCTI AaHUX

6. CamocTinHa poboTa cTypeHTa

JlekuinHe HaB4YaHHA — 30KpeMa MyJsibTUMEAINHI NeKuii 3 AeTaJibHUM BUKIaAEeHHSAM HaB4YabHOIMo
MaTepiany, Wo NOEOQHYIOTb MAacUBHI METOAN HaBYaHHSA 3 eleMEHTAaMUN aKTUBHUX Ta iIHTEPAKTUBHUX
nioxoniB, — € 0OCHOBOK (POPMYBaAHHSA HAaBMYOK CAMOCTINHOro HaB4YaHHSA 3400yBayiB BULLOI OCBITHW.

JleKUinHi 3aHATTS LOMNOBHIOKTLCA MPAKTUKOOPIEHTOBaHMMIN hopMamm poboTun, 30KpeMa
nabopaToOpHMMU 3aBAAHHAMMU, WO BUKOHYIOTBCA Ha NepcoHaibHMX KOMN'tloTepax. Taknn nioxin nae
3MOry CTyZeHTaM 3aCTOCOBYBaTK HabyTi TeopeTUYHi 3HaHHA ANS PO3B'A3aHHSA KOHKPETHUX
MPaKTUYHUX CUTYaLin.

Ba>knmBy posib y PO3BUTKY CaMOCTIMHOCTI Bigirpae niarotoska A0 nekuin i nabopatopHux pobiT, a
TaK0o)XX ypaxyBaHHA KOMeHTapiB BUKadaya nig vyac aHasnisy BUKOHaHUX 3aBAaHb 4/ PobiT iHWKMX
cTyneHTiB. Lle cnpuse ¢hopMyBaHHIO HaBNYOK CaMOHaBYaHHSA, MOKPaLLy€E 30aTHICTb e(heKTUBHO
nJjaHyBaTK 4ac, BU3HAYaTU NPIOPUTETU, BULINATU rOSIOBHE N ApyropagHe.

KpiMm TOro, CTyAeHTM MaloTb HaBYNTUCH BUKOPUCTOBYBATW pe3ynbTaTu BJACHOIN0 NOLLUYKY, aHani3y
Ta CMHTe3y iHhopMauii 3 pi3HUX a)xepen, Wo hoOpMy€e KPpUTUYHE MUCTIEHHS Ta 3abe3neyye
NigrpyHTa 404 nogasblioro npodecinHoro 3pocTaHHs.

MoniTMKka Ta KOHTpONb
7. NMoniTMkKa HaB4YaNbHOI AUCUUNNIHMN (OCBITHLOIrO KOMMOHEHTA)
CucrteMma BMMOTr, fKi CTaBNIATbCA Nepepn CTYAEHTOM:
AkageMidyHa pobpoyecHicTb. [loTpuMaHHSA akagemivyHol nobpovyecHocTi ctyaeHTaMmun nepenbadae:

* CaMOCTIillHE BMKOHAHHSA HaBYaJIbHUX 3aBAaHb, 3aBAaHb MOTOYHOIO Ta Hi,ﬂcyMKOBOFO KOHTPOJIIO



pe3ynbTaTiB HaBYaHHA (N5 ocib 3 ocobnmeumMmn oCBiITHIMM NoTpebamum LS BUMOra 3aCTOCOBYETHLCS 3
ypaxyBaHHAM iXHixX iHAUBIiAyanbHUX NoTpeb i MOXXNNBOCTEN);

* NOCUNaHHSA Ha O)xepena iHopMaulii y pasi BUKOPUCTaHHS igen, po3pobok, TBEPAXKEHD,
BigoOMoOCTen;

* JOTPMMaHHSA HOPM 3aKOHOAABCTBa NPO aBTOPCbKEe NPaBo i CYMiXKHI NpaBa;

* HaflaHHA OOCTOBIPHOI iH(hopMaLii Npo pe3ynbTaTu BAACHOI HaB4YalbHOI (HAYKOBOI, TBOPYOI)
DiSNbHOCTI, BAKOPUCTaHI METOAMKMN JOCNioXeHb i gxXepena iHhopmaulil.

MopyLwieHHAM akapaeMivHOI Bo0OpoYeCcHOCTI BBa)XkKa€eETbCA:

* aKageMmiyHun nnariaT - onpualgHEHHS (HaCTKOBO abo MOBHICTIO) HAayKOBUX (TBOPYUX)
pe3ynbTaTiB, OTPUMAHUX IHWNMK 0CcoBaMK, K pe3ynbTaTiB BAACHOrO AOCAIAXKEHHS (TBOPYOCTI)
Ta/abo BiaTBOPEHHS onybnikoBaHUX TEKCTIB (oNpuaoaHeHUX TBOPIB MUCTELTBA) iHWKNX aBTopiB 6e3
3a3Ha4YeHHs aBTOPCTBAa;

e camonariaT - onNpuaAHEHHS (4aCcTKOBO abo MOBHICTIO) BlaCHUX paHiwe onybnikoBaHux
HayKOBMX pe3yJibTaTiB AK HOBUX HAayKOBUX pe3ysbTaTiB.

3a nopyuwieHHsA akagaeMiyHoi nobpouyecHocTi 3000yBa4i ocBiTU MOXYTb OyTH NpuUTArHeHi po
TaKoi akaaeMiyHoI BianoBiganbHOCTI:

* - NOBTOPHE NPOXOAXKEHHS OLiHIOBAaHHA (KOHTposibHa poboTa, icnuT, 3aik ToLwo);

* - MOBTOPHE MPOXOOXEHHS BiAMOBIAHOIr0 OCBITHLOr0 KOMMOHEHTa OCBITHBLOI Mporpamu.

MoniTuka 3anisHeHHsA. 3a HECBOEYaCHO BMKOHaHI 3aBAaHHa byae HaknageHo wtpad 10 6annis
BiO 3arasibHOI KinbkKocTi 6aniB 3a Le 3aBOaHHS.

MpuMiTKa. BUKNIOYEHHS MOXXYTb 6yTK 3pobieHi 0 HEBYACHO 3[aHMX 3aBAaHb 3 MOBaXXHUX MPUYNH.

MoniTuka wopo BigBiayBaHHA. BiaBiayBaHHA 3aHATL € 060B'A3KOBMM. 32 06'€EKTUBHMUX NPUYMH
(Hanpuknapg, NnaHaeMis, xeopoba, MiXkHapoAHe CTa)KyBaHHS) HaB4YaHHS MOXe BigbyBaTuca B
OHJIaNH-POpPMI 3@ NOrod)XEeHHSAM i3 KEPIBHUKOM KYpCY.

JlekuinHi Ta NpakKTUYHI 3aHATTSA MPOBOAATLCS 3rigHO 40 Aito4oro nonoxxeHHs Kl im. Irops
Cikopcbkoro. BigsinyBaHHA 3aHATbL € 060B'A3K0OBUM. [1NS 04ep>KaHHA iCNUTY «aBTOMaTOM» NOTPiGHO
HabpaTu 6inblie 60 6aniB, AKi MOXXHa ofep)xaTu 3@ BUKOHaHHSA 060B's13KOBUX 3aBAaHb (BUKOHAHHS
OKP, npakTn4Hmnx pobiT Ta HanucaHHA MOAYJIbHOI KOHTPOJIbHOI pob0oTK) Ta cMCTEMaTUYHO
BiABiAaBLWM NEKLUiNHI 3aHATTA (MPOMNLLOBLUN EKCMPEC-TeCT 3a MaTepiaslaMu neKkuin).

Bbann 3a poboTy Mifg Yac fekuii HapaxoBYOTbLCSA Ha OCHOBI eKcnpec-onuTyBaHHA. KOXXHUIM TecT
MiCTUTb 2 3aNUTaAHHSA 00 MaTepiany NEeKUINHOro 3aHATTS, NpaBW/bHa BiANOBiAb Ha AKi 4acTb 3MOry
oTpumaTwn 2 bann.

MoaynbHa KOHTpOJibHa poboTa NpPoBOANTLCA NUCbMOBO. KOXXHE 3aBAaHHA Ha KOHTPOJIbHIN poboTi
MiCTUTb 2 TEOPETUYHUX NNTaHHSA Ta 1 3agadvy, NPaBWbHI BiAMOBIAi Ha AKi Aal0Tb 3MOry oAep>XaTu
00 100 6aniB 3a koxxHe TeopeTuyHe Ta 100 6anm 3a NnpakTmn4He. OCTaTo4Ha OUiHKa - cepeaHin 6an
Big oTpuMaHux 6anis.

IHavBiayanbHe 3aBaaHHA (OKP) - ue po3B’si3aHHA 5 4OMaLLHIX KOHTPOJIbHMX 3a4a4 NPOTAroMm
cemecTpy (Mo O4HIN 3agadi Ha KOXKHE HacTyMHe 3aHATTS), NpaBUIbHE PO3B'A3aHHSA AKUX OacTb
3mory ogep>xaTtn 0o 100 6annm 3a KOXKHY 3agavy. BUKOHYETLCA ¥ roAMHM caMOCTiNHOI poboTun
NMNCbMOBO.

lcnnT € NnucbMoBUM. bineT Ha icnuTi ckNnaga€eTbCA 3 3-X 3aBAaHb (2 TEOpPEeTUYHUX MMTaHHA Ta 1
3a[aya) No TeMaTuLi 3MiCTOBHUX TEM, LLLO BUHOCATLCS Ha ayANTOPHI 3aHATTSA, Ta OKPEMUX NUTaHb,
AKi BAHOCATbCS Ha CaMOCTiliHe onpaLuoBaHHS.

8. Buam KOHTpPOJIIO Ta pPEeUTUHIOBa CUCTEMA OLiHIOBaHHA pe3ysbTaTiB HaBYaHHA (PCO)
PenTuHr cTypeHTa 3 AMCLUUNIHN CKNafa€eTbhea i3 6aniB aki BiH OTpUMYy€E BXOAi HaBYaHHA 3a ceMecTp:

1. cepenHsa cyma 6aniB 3a BiABiAyBaHHS Ta BiAMOBIAI HA IEKUINHMUX 3aHATTAX;

2. cepenHs cyMa 6aniB 3a BUKOHAHHS MOAYJ/IbHUX, CAMOCTIMHMUX Ta AOMALLHIX KOHTPOJIbHUX
poboT;

3. cepepHs cyMa 6aniB 3a BUKOHaHHSA Ta 3axuMcT nabopaToOpHUX Ta NMPaKTUYHUX PobiT;

4. cyMa 3a0Xx04yBasibHi Ta wTpadHi banis.



BUKOHaHHA Ta 3aXUCT BCiX NpaKTU4YHUX Ta nabopaTopHux pobiT, a TaKOXX HAABHICTb MO3UTUBHOI
OLHKN 3 KOHTPONbHMUX POB6IT i3 YaCcTWMH € YMOBOIO O0MYCKY 00 3asiKy.

MpakTuyHa, nabopaTopHa, MOAYJ/iIbHA KOHTPOJIbHA, AOMALUHA Ta CAMOCTiHHA KOHTPOJIbHA
poboTa:

«BiAMiIHHO», BMYepnHa BianoBiab (He MeHW Hixx 95% BipHoOI iHopMauii) Big 95 no 100 6anis;

«py»xe nobpe», NoBHa BiAMNOBiAb, MOXXNNBI HE3HAYHI HETOYHOCTI (He MeHLW HiX 85% BipHOI
iHpopmMauii) Big 85 no 94 6ani.;

«pobpe», NOBHa BiAMNOBIAb, MOXXJIMBI HE3HAYHI HETOYHOCTI (He MeHW HiXK 75% BipHOI iHOpMaLUii) Bif
75 no 84 6anis;

«3a[0BifIbHO», HEMOBHA BiAMNOBIAb (ane He MeHLW HiXX 60% BipHOI iH(hbopMaLii) Ta HE3HaYHi NOMUNKK
Big 60 oo 74 6anis;

«He3a[o0Bi/IbHO», He3a40BiI/IbHa BiANOBIAb (HEMPaBULHUA PO3B’'A30K 3adadi), noTpebye
060B'513KOBOr0 NOBTOPHOIr0 HanNMcaHHs B KiHUi cemecTpy Big 0 o 59 6anis;.

3a BCi pob0oTK 3a BECb CEMECTpP 3BOANTLCA cepenHs cyma 6anig, i3 100 MOXXAMNBUX.
3aoxouyBaJsibHi 6anu
3aranom, B cyMi He binbuwe 3a 10:

- 3@ BUKOHaHHSA TBOPYMX pobiT 3 KpeanTHOro Moaynsa (Hanpukiagd, y4acTb Yy QaKybTEeTCbKUX Ta
IHCTUTYTCbKMX OfliMNiafaXxX 3 HaBYaJlbHUX OAUCLUMMAIH, Y4aCTb Y KOHKypcax pobiT, niarotoeka
Orns4iB HayKoBMX Mpalb TOWO); yCMillHe NPOXOAXKEHHSA PEKOMEHAO0BAHOr0 ANCTaHLUINHOMO
HaB4aJIbHOro Kypcy (Wo BianMoBigae TeMaM AUCLMMAIHN) 3 OTPUMAHHAM BigNOBiAHOro cepTudikaTa;
3a aKTUBHY poboTy Ha Nnekuii (Ba>k/nBi 3anNnTaHHSA, OONOBHEHHS, 3ayBa)KeHHs 3@ TeMOI0 nekuii) Big
1 po 5 banis;

- npe3eHTauia 3a temoto CPC - Big 1 oo 5 6anis.
3anik:

YMOBOW A0MNYCKY A0 3aiKy € 3apaxyBaHHS BCiX 1abopaTopHUX Ta NpakTUYHUX pobiT, Ta
CEeMeCTpPOBUN CTAPTOBUA PEATUHT 54 < R e < 80.

CTyneHTn, SKi BUKOHaIM YMOBU O0MNYCKY MOXXYTb CKJlafaTu 3asiK, SK L0 3arajbHa (cepenHs)
OUiHKa OTPMMaHa HUMWN B CEMECTPI IX HE 3a40BOJIbHSE.

CucrteMma ouiHIOBaHHSA 3aniKy:

3anik ouUiHETLCA 3a WKanow R, A0 40 6aniB. 3anikoBE 3aBAaHHA CKIAOAETbCSA 3 HOTUPbLOX
3aBAaHb. KoXHe 3aBAaHHSA OLHIOETbCSA 3@ TaKMMN KpUTEpiaMu:

«BigMIHHO» - BMYepnHa Bignoeiab (He meHwe 95% BipHOI iHpopMaLii), HagaHi BioNoBiAHI
06rpyHTyBaHHA - 10 6anis;

«gobpe» - noBHa BignoBiab (He meHLwe 80% BipHOI iHopMaU,ii), WO BUKOHaHa 3rigHO 3 BUMOramm
00 piBHSA «yMiHb», abo NpUCYTHI He3HaYHI HETOYHOCTI - 8 6aniB;

«3a/40Bi/IbHO» - HEMOBHa BiANOBiAb (He MeHwe 60% BipHOI iHopMaUil Ta € AesKi MOMUIIKK) - 6
6anis;

«He3a[4oBi/IbHO» - BiACYTHICTb NpaBuabHOI Bignosigi - 0 6anis.



PenTuHr cyma (R, o= ReepennnT Raanict Raaoxouens~ Rurpags) MEPEBOANTBLCA A0 OLHKW 3rifHO 3 Tabauueto:

Tabsnusa BignoBiAHOCTIi pedTUHroBux 6aniB ouiHkaM 3a yHIBepCUTETCbLKOIO LLIKAaJIolo

KinbkicTtb 6anie OuiHka
100-95 BigMiHHO
94-85 Oyxxe nobpe
84-75 HNobpe
74-65 3a40BiNIbHO
64-60 JocTaTHbLO
MeHwe 60 He3apnoBinbHO
He BMKOHaHi yMOBW OOMNYyCKY He ponyuweHo

9. fopaTkoBa iHpopMauia 3 gucumnniim (OCBiTHbOro KOMMNOHEHTa)
1. 3aranbHi NnuTaHHA iHopMaLiiHOi Ta paaioeneKTpoHHOI 6e3nekun

1. [JanTe BM3Ha4YeHHSA iHpopMaULinHOi 6e3nekn B pafioesieKTPOHHUX iIHTeNeKTyalbHUX CuctTeMax
Ta il OCHOBHIi CKJTaAHUKWN.

2. Llo Take TexHi4YHi KaHann BUTOKY iHpopMaLii Ta AKi IX OCHOBHI Kiacn?

3. OxapakTepu3ynTe panioenekTPoHHI cncTtemmn gk 06’eKT BNIMBY 3aCcobiB panioenekTpPoHHOI
6opoTbbu.

4. SKi OCHOBHI BMAKW 3arpos iHpopMauii y pagioeneKTpoHHUX cuctemax?

5. MOoACHITb NOHATTS "padioenekTpoHHa po3Bigka" Ta il MOXXAMBOCTI WOAO NepexonaeHHs
CcurHanis.

2. CurHanu Ta Mmopeni B panioeneKTpoHHUX cucTeMax

1. SKi OCHOBHI MapamMmeTpu CUrHaay BMMBAOTb Ha MOXXJIMBICTb MOr0 BUABAEHHS B yMOBaX LWyMy?

MoACHITL MOAEeNb BUABNEHHS OeTepMiHOBAHOIO CUrHany Ha hoHi 6iforo wymy.

3. Lo Take cniBBigHOWEHHSA curHan/wym (SNR) Ta 5K BOHO BNJIMBAE Ha 3aBafoCTIiNKICTb
cmctemn?

4. HaBepfiTb OCHOBHI METOAW CMEKTPasbHOro aHani3y CMrHasiB Ta iX 3aCTOCYBaHHSA Y 3aXMUCTi
iHGopMaLLil.

5. MosacHiTb ocobnneocTi 06pobkn HecTauioHapHUX curHanie (STFT, Wavelet).

N

3. MeToau 3axucTy pagiocurHanis

1. MNepeniyiTb OCHOBHI METOAMN 3HUKXEHHSA NMMOBIPHOCTI NEPEXONEHHS paaiocurHany.

2. CyTb MaCcKyBaHHS CUrHasly B pafiokaHanax. ¥ YoMy nonsira€ npuHUUn wymonoaibHoro
CUrHaN0yTBOPEHHSA?

3. o Take ncespoBunagkose nepectpubyBaHHsa YactoTu (FHSS) Ta ae BoHO
BMKOPUCTOBYETbLCA?

4. MosacHiTe npuHuun Direct Sequence Spread Spectrum (DSSS) Ta noro nepesaru.

5. 9ki TNn WTYy4YHUX 3aBad 3aCTOCOBYIOTbLCA AN 3aXUCTY iHhopMaLii?

4. PapioenekTpoHHa bopoTtbba Ta npoTupis

1. Y yomy nonsarae poboTa 3acobiB panioenekTpoHHOoi 60poTbbu (PEB) woao npnayLeHHs
KaHaniB 3B'sA3Ky?

SKi mapameTpu BNIMBAOTb Ha ePEKTUBHICTb MPUAYLLUEHHSA KaHaly pagio3B’'a3Ky?
MoACHITL MeTOAN NiABULLEHHSA 3aBafOCTINKOCTI NPUNMaYiB.

ONuLWiTb NPUHLUNMKN OUIHKN NepexorsieHHa pagiocurHanie 3acobamm PTP.

AKi 0cOBNMBOCTI 3aXNCTY CEHCOPHUX MEPEXX Bif NepexonsieHHs CUrHany?

e WwN

5. KpuntorpadiyHi Ta anapaTHi MeToam 3axXmcTy



1. flke 3Ha4YeHHA Ma€ kpunTorpadia y pagioeneKTPoOHHUX iIHTeNeKTyalbHUX cucTeMax?

2. MOACHITb PiI3HNLI0 MK CUMETPUYHUMN Ta aCMMETPUYHUMN MeTOLAaMUN LWNPYBAHHSA Y
padiokaHanax.

3. Aki anapaTHi 3acobu MOXXYTb 3aCTOCOBYBATUCA A1 3aXMUCTY KaHaniB 3B'A3Ky?

LLlo Take TPM, HSM Ta ixHs ponb y 3abe3neveHHi Kibep- Ta pagiobesnekn?

5. §ki nepeBarn Ta HeLONIKM MA€E 3aXUCT CUMHaNy Yepes3 3MEHLIEHHS 30HN NOro NPUNMaHHNA?

P

6. MOHIiTOpPMHI, aHaNi3 Ta ouiHIOBaHHA Oe3neku

1. MeToAun OLiIHKM NMOBIPHOCTI NepexornsieHHA CMrHaay B YMOBax paniopo3Bigku.

. fAKi METPUKN BUKOPUCTOBYIOTb AJ151 OLiHIOBaHHSA e(peKTUBHOCTI MaCKyBaHHS CUrHaniB?

3. /K MaTeMaTM4HEe MOAEeN0BaHHA AOMNOMara€ B OUiHLI 3axXMLWeHOCTi pafioeneKTPOHHUX
cuctem?

4. Po3KaXiTb MPO CTaTUCTUYHIi MeToAW aHani3y CUrHasiB Ta BUSBEHHS NPUXOBaAHUX nepeaa.

5. 9ki npuHUMNM POPMYBaHHA 3aXMLEHNX KaHaNiB y iHTeNeKTyalbHUX pafioeneKTPoOHHNX
cuctemax?

N

Oonuc matepiasibHO-TexXHiIYHOro Ta iHgpopmauiiHoro 3abesne4yeHHs [UCUNNITIHN

MynbTumMegia, Bioeo- i 3ByKOBiATBOPIOBasibHA, NPOEKLiHA anapaTypa (BigeokaMepun, NPOEKTOPMN,
eKpaHn, CMapTaOOoLKK Towo). KoMn'toTepHU Knac ans nabopaTopHUX 3aHSATb, KoMN'toTepwy,
KOMM'I0TEPHI cncteMmn Ta Mepexi. NMporpamHe 3abe3zneyvyeHHsa oaa NiATPUMKN AUCTaHUINHOIO
HaB4YaHHA4.

Pobo4y nporpamy HaB4anbHOI gucuunniHm (cunabyc):

CknapeHo Haspoubkun [1. O.; CtenaHos M. M.;

YxBaneHo Kadegpoto MNPE (npoTtokon Ne 06/2025 Big 24.06.2025 )

Morop>xeHo MeToAMNYHOIO KOMicielo pakynbTeTy/HHI (npoTokon Ne 06/2025 Big 26.06.2025 )
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